Journal of

Risk and Financial

Management

Article

Investigating the Application of Digital Tools for Information
Management in Financial Control: Evidence from Bulgaria

Zhelyo Zhelev *

check for
updates

Citation: Zhelev, Zhelyo, and Silviya
Kostova. 2024. Investigating the
Application of Digital Tools for
Information Management in Financial
Control: Evidence from Bulgaria.
Journal of Risk and Financial
Management 17: 165. https://
doi.org/10.3390/jrfm17040165

Academic Editor: Thanasis Stengos

Received: 4 March 2024
Revised: 2 April 2024
Accepted: 15 April 2024
Published: 17 April 2024

Copyright: © 2024 by the authors.
Licensee MDPI, Basel, Switzerland.
This article is an open access article
distributed under the terms and
conditions of the Creative Commons
Attribution (CC BY) license (https://
creativecommons.org/licenses /by /
4.0/).

and Silviya Kostova

Department of Control and Analysis of Economic Activities, Tsenov Academy of Economics,
5250 Svishtov, Bulgaria; s.kostova@uni-svishtov.bg
* Correspondence: zh.zhelev@uni-svishtov.bg

Abstract: This paper discusses the application of digital information management tools in the
context of financial control. In Bulgaria, such research is innovative as it is the first time that digital
transformation in crucial financial control institutions, which influence the formation of the revenue
part of the state budget and the spending of public funds, has been studied. The study aims to
answer the research question of to what extent the application of digital tools in financial control
improves its effectiveness. It analyses how modern technologies improve the efficiency and accuracy
of information used in financial control institutions. The authors examine the impact of digital
tools, such as database management systems, business analytics platforms, and electronic document
management tools, on collecting, analyzing, and managing financial and non-financial information.
The study uses descriptive statistics and a correlation analysis, which significantly contributes to
establishing the relationship between implemented digital tools and improvements in financial
control procedures. The results show that despite the conditions created for digitalization in financial
control institutions, digital tools are used to a limited extent in the information management process.
The study emphasizes the need for continuous investment in digital technologies and training to
maximize the benefits of their application in financial control.

Keywords: digital tools; information management tools; financial and non-financial information;

financial control

1. Introduction

The research includes the impact of digital tools on the management of information
when performing financial control activities. The assessment of information plays a crucial
role in managing the elements of the control process in institutions (Otero 2015). It includes
a variety of policies and procedures that ensure legality and expediency by assessing the
compliance of activities and operations with regulatory requirements at various adminis-
trative levels. For this purpose, crucial and critical points in the organization’s business
processes are identified (Onyshchenko et al. 2023). In order to achieve an adequate assess-
ment of information, it is essential to study, identify, and rank the external and internal
risks to be reduced to an acceptable level to manage them effectively.

Information risk management is a crucial tool supporting control procedures and
decision-making in audited organizations. Proper application of these tools ensures relia-
bility, security, and easy access to financial and non-financial information by extracting and
analyzing it. Attention is directed to the creation, storage, and processing of information
through various technologies and platforms, such as databases, cloud storage, content
management systems, and others (Yusif and Hafeez-Baig 2021).

In the context of the development of the digital economy, the introduction of digital
tools in the control process allows economic entities to automate the processes of collection,
processing, and analysis of financial and non-financial information (Dube et al. 2023).
Emphasis is placed on opportunities for economic growth and improved resource efficiency
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through improved infrastructure for processing structured and unstructured data that
build on the best operations in the digital economy (European Commission 2020). The
application of algorithms, technologies, and computational tools combines the advantages
of a digital infrastructure and advances the application of artificial intelligence, blockchain
technologies, and the Internet of Things (IoT).

Combining the advantages of digital tools and the need to automate business pro-
cesses requires the creation of data management software applications and intelligent
analytical tools (Lyons and Kass-Hanna 2021). This facilitates the application of algorithms
and artificial intelligence to analyze financial and non-financial information to identify
unusual transactions, potential fraud risks, and more (Morgan et al. 2019). To increase
their effectiveness, these technologies should be combined with tools for data encryption,
protocol encryption, role-based database access, two-factor authentication, and more (Musa
2023). The purpose is to protect information, create backup copies of financial information,
enable rapid data recovery, and control access to financial information.

In summary, combining different types of digital tools leads to practical implemen-
tations that improve the control procedures’ implementation mechanisms. This, in turn, will
increase the effectiveness of financial discipline and the security and reliability
of information.

The authors” main academic interests are in the fields of financial control and auditing.
The authors collectively focus on the use of digital tools in control processes to improve the
collection, processing, and use of information resources in financial control institutions. To
achieve this goal, the authors formulate the following hypotheses:

Hypothesis 1. Significant application of digital tools in financial control improves process efficiency,
reduces human error, and leads to higher adaptability to changing dynamic economic conditions.

Hypothesis 2. Financial control institutions optimally use digital information management tools,
thus increasing the utility of the control’s impact on economic entities.

To address this issue, we aim to answer the research question (RQ) “To what extent
does implementing digital tools in financial control improve its effectiveness?” It analyses
how modern technologies improve the efficiency and accuracy of information used in
financial control institutions.

The article is structured as follows: Section 2 presents an overview of the academic
literature on information management, the digital tools used, and their impact on forms
of control. Section 3 describes the methodology used in the research to analyze the rela-
tionship between information management procedures, their association with the benefits
of digital tools, and the effect on the control process. Section 4 contains the results of the
correlation analysis performed on the relationship between information resource manage-
ment processes, types of digital tools, and forms of control. Section 5 discusses the study’s
results to confirm or reject the hypotheses put forward by the authors. Finally, conclusions
are summarized in Section 6.

2. Literature Review

Information is crucial in the control system; therefore, control authorities should
apply digital tools for all primary and secondary control information activities. Information
management plays a crucial role in minimizing risk in financial control. The most commonly
used information management methods cover the volume of a database, its processing and
storage, and appropriate technical tools to manage the information.

2.1. Information Management Methods

Information Management Systems (IMS) include software and hardware solutions
that are specifically designed to store, process, and deliver information (Li 2019). Through
them, effective information management is facilitated, which contributes to reducing the
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risk of data loss, misuse, and more (Kuntadi et al. 2023). IMS can automate many tasks
related to data collection and processing, which includes storing financial documents and
automatically extracting data from various sources, such as bank accounts, invoices, and
others. It reduces the risk of human error and ensures greater accuracy and reliability of the
data (Suleiman and Salman 2023). Its application contributes to better analytical reporting
and the adequate use of analytical tools and technologies, with the aim of identifying poten-
tial risks and opportunities for improving financial activity in companies (Liu et al. 2024).
This way, unification with the various regulations and standards related to financial activity
is achieved. It includes automating the data collection and reporting processes required
to comply with local legislation and international standards (Oleiwi 2023). Information
management systems play an essential role in control activity, helping organizations to
identify, assess, and manage risks in their financial activities more effectively and efficiently.
These systems can be integrated with others that cover operational risk management, cyber
security, and the automated detection of unusual transactions, data discrepancies, or other
signs of financial impropriety.

The method of encrypting and protecting data covers sensitive information using
cryptographic techniques by an authorized user (Keshta et al. 2023). It helps reduce the
risk of illegitimate access to financial information (Pu et al. 2020). In this way, data are
protected by transforming them into a format that can only be decoded by individuals
with a special key or password. Encryption ensures the protection of data during their
transfer over the network as well as during their storage, thereby reducing the risk of
unauthorized access, hacker attacks, and other forms of cybercrime (Moller et al. 2020). In
addition, modern financial organizations implement complex security policies that include
not only encryption but also two-factor authentication, regular vulnerability assessments,
and strict access management procedures (Malina et al. 2018). In the context of financial
control, this method provides accuracy, reliability of information, and a secure basis for
making informed decisions. It helps to increase confidence in business organizations and
improve the operational efficiency of the actions of the control bodies.

Identification and access management support tight control over information access
rights, reducing the likelihood of unauthorized access or misuse (Aleksandrova et al. 2023).
It includes establishing user profiles, assigning roles, and restricting access rights to the
“need to know” principle. Implementing Identity and Access Management (IAM) systems is
critical for creating a secure and controlled environment. These systems allow organizations
to manage user identities and access rights to systems and data in a centralized and
efficient manner (Sharma et al. 2016). It provides dynamic management of roles and
rights, automation of access assignment and revocation processes, and provision of detailed
reports on user actions. To achieve this, the principle of least privileged access, which plays
a vital role in information management, is often applied (Benantar 2005). It ensures that
users are given only the most necessary rights to perform their tasks and that the potential
risk of internal (Lambovska and Yordanov 2020) and external threats is minimized.

Data backup and recovery systems are essential to ensure the integrity and availability
of critical information, especially in situations of unforeseen events, such as technical
malfunctions, human errors, or cyber-attacks (Kang et al. 2021). In the context of financial
control, reliable data backup and recovery systems should be considered. Financial data
are the basis of strategic planning and decision-making in any company (Murugan and T
2023). They require a strategic approach that includes regularly backing up important data
and storing it in safe locations, both locally and in the cloud. In this regard, operational
efficiency and continuity of business processes should be maintained.

Backup methods range from traditional devices to modern solutions (Browmik et al.
2023). Loud services offer significant advantages, including elasticity, scalability, and
availability, allowing regulatory institutions to store large volumes of data at a reasonable
cost and ensure their integration (Kumar et al. 2024). Backups must be created regularly
and automatically to minimize the risk of losing up-to-date data.
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In conclusion, investing in reliable data backup and recovery systems is a security
measure and a fundamental component of sustainability in digitalizing information man-
agement. This helps optimize the risk assessment process and prepare data recovery plans
for the control systems. In this context, systems protect valuable financial data from loss
and provide the basis for effective and strategic decision-making.

Data monitoring and analysis systems are increasingly becoming vital tools for positive
impact by financial control institutions. They provide an opportunity for the continuous
monitoring of financial indicators and in-depth analyses supporting strategic decision-
making and identifying opportunities for optimization (Cornwell et al. 2023). Modern
monitoring and analysis systems offer an integrated approach that combines data from
various sources—financial reports, operational systems, and external databases (Berger
and Boot 2022, Financial Intermediation Services and Competition Analyses: Review and
Paths Forward for Improvement). It allows the financial control authorities to obtain a
comprehensive picture of the audited organizations and, on this basis, justify their findings.

Data monitoring and analysis systems actively monitor events and transactions, en-
abling the fast detection of unusual or potentially dangerous activities (Berger et al. 2016).
They help reduce the risk of fraud, abuse, or other financial crimes. Using these information
management methods helps ensure the security of financial information and contributes
to the efficiency and reliability of financial control processes. They provide a basis for
achieving greater transparency and trust in the organization’s financial activity.

One of the key advantages of these systems is the ability to provide real-time updates,
which are especially valuable in rapidly changing market conditions. The automation
of data collection and processing reduces the likelihood of errors and frees up valuable
resources that can be redirected to other activities. For this purpose, advanced analytical
tools such as Artificial Intelligence (AI) (Aleksandrova et al. 2023) and Machine Learning
(ML) (Zarkova et al. 2023) may be included to help identify patterns and trends.

In conclusion, data monitoring and analysis systems support technology integration
and privacy management and reduce the risk of data obfuscation and loss. They enable
the effective management of current operations, predict future trends, and make informed
strategic decisions. These systems can become the basis for sustainable competitive advan-
tages and financial success in continuous development and change.

2.2. Digital Tools for Information Management

In the digital transformation era, digital information management tools have estab-
lished themselves as a fundamental component for the efficiency and transparency of
financial control. These tools combine functionalities to collect, analyze, manage, and
share information, enabling organizations to maximize operational efficiency and improve
decision-making. The main applications are artificial intelligence, extensive data analysis,
the automation of robotic processes, and blockchain technology (Almaleeh 2021). These
tools are also reviewed by Tiberius and Hirth (2019) through the prism of their influence on
the development and improvement of the control activity.

Microsoft Office Suite 365 is one of the most widely used software packages in business
environments (Dubin 2024), providing applications in various aspects of financial control.
The suite of tools, including Excel, Word, PowerPoint, Access, and Outlook, provides a
powerful platform for information management, analysis, and the presentation of financial
data (Otsubo et al. 2016). The application of Microsoft Office Suite within Bulgaria’s
financial control framework is an example of how traditional software solutions can be used
to support complex control procedures. The effective use of these tools can significantly
increase the accuracy, efficiency, and transparency of financial operations, thus improving
financial control and information management.

In today’s dynamic business environment, digitization is critical in optimizing man-
agement processes and improving financial reporting. In this context, integrated enterprise
resource planning (ERP) and customer relationship management (CRM) systems stand
out as powerful information management tools that offer significant opportunities for
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financial control (Hansen et al. 2023). In ERP systems, the entire information system can be
integrated, which covers the processes of collecting, processing, and analyzing information
and linking it with the administrative activities of managing control institutions related
to finance and human resources (Fernandez et al. 2017). The application of ERP in the
context of financial control allows the automation of the forms of control, improves the
accuracy of the findings in the final documents, and reduces the time for carrying out
control procedures.

Although CRM systems focus primarily on customer relationship management, cus-
tomer data collection, and customer behavior analysis, they can provide control bodies with
a base for outbound information (Boem et al. 2023). CRM systems can provide essential
data that can be analyzed to identify trends in financial and non-financial information and
improve the planning and scope of control procedures. In Bulgaria, the use of CRM systems
to support financial control is growing by mainly applying the process of risk management
and cyber security and protecting personal data in financial control institutions.

Integrating ERP and CRM systems offers opportunities to create synergies to improve
financial control significantly. Their integration allows financial control institutions to
have a comprehensive view of the operations of economic entities, which facilitates the
making of informed decisions based on accurate and updated information (Hendricks et al.
2007). In Bulgaria, where the business environment is becoming increasingly competitive,
integrating data from different sources and analyzing it for financial analysis and control is
essential for effective information management.

Artificial intelligence (AI), data encryption, hashing and caching technologies, and
extensive database processing software are promising digital tools for modern information
management and play a vital role in effectively implementing control procedures. Artificial
Intelligence (AI) is widely used in financial control, providing tools to automate routine
tasks, analyze large volumes of data, and identify anomalies in financial statements that
have traditionally required significant human resources (Jatoba et al. 2023). Al systems
can train models to predict future financial trends and optimize the time to execute control
procedures and risk management. In Bulgaria, more and more institutions recognize the
potential for Al to improve risk management and introduce more secure systems to protect
information resources.

Data security is essential to financial control, especially in the context of growing
cyber security threats. Data encryption technologies protect financial and non-financial
information during storage and transfer (Chen and Wang 2023) while hashing is used
to verify the integrity of data without the need to reveal its contents (Wan et al. 2022).
Caching improves the performance of financial control systems by providing fast access to
frequently used information. These technologies are vital to maintaining high security and
efficiency in data processing.

In the era of “Big Data”, the ability to efficiently process and analyze voluminous
financial databases is critical for supervisory institutions (Kang and Zhong 2023). Big
database software solutions enable organizations to extract, transform, and load (ETL) large
volumes of data for analysis. They support complex analytical queries in real-time, which
helps regulators identify trends, analyze financial performance, and make informed deci-
sions. In Bulgaria, the application of these technologies is expanding, with financial control
institutions looking for ways to use them in gathering evidence and preparing reports.

In conclusion, the application of the mentioned digital tools is primarily related to
the processing of large databases to achieve a higher level of efficiency, accuracy, and
optimal planning of control procedures. These technologies offer significant opportunities
for increasing information resource efficiency, reliability, and security. By integrating
these systems, financial control institutions can modernize their activities and increase
public trust.
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2.3. Forms of Financial Control and Digital Tools for Information Management

As technology advances, digital tools are changing traditional information manage-
ment activities—collecting, processing, and protecting information (Biemans 2023). Digital
transformation significantly impacts the characteristics of preliminary, current, and ex-post
forms in financial control and auditing (Kostova 2012). In verification, as a form of prelimi-
nary control, digital technologies facilitate planning and risk assessment processes through
the automated analysis of large volumes of data, allowing earlier identification of potential
problems and irregularities. It allows organizations to implement corrective measures even
before control procedures are performed, thereby increasing efficiency and reducing the
likelihood of errors. At the same time, digital tools offer greater flexibility and adaptability
in planning control procedures, which is particularly important in a dynamically changing
business environment (Zhang et al. 2023). The transformation is critical in optimizing
financial control processes, including inspection, audit, monitoring, and supervision.

Digitalization transforms the information management activities of monitoring and
evaluating financial processes and results in current and subsequent control (Fang and
Ju 2024). Financial control institutions can continuously monitor their activities using
modern analytical systems and real-time data tools, facilitating the rapid detection and
addressing of anomalies or trends (Dorogovs et al. 2013). It enables immediate reaction
and process correction, which are critical to maintaining financial stability and regulatory
compliance. In the long term, tracking is influenced by digital transformation by improving
methods for analyzing historical data and trends, which supports strategic planning and
informed management decision-making. As a result, digitization optimizes financial
control processes and contributes to greater transparency, accountability, and sustainability
in financial systems.

Organizations can collect large volumes of data quickly and accurately through au-
tomated document management systems and software. It speeds up the information-
gathering process and reduces potential errors and inaccuracies. As a result, financial
control becomes more reliable, which is especially important when performing inspec-
tions and audits (Grosu et al. 2020). Integrating innovative software solutions enables the
effective management of collected data and their analysis and interpretation. Database
management systems and analytical platforms enrich the process of financial control and
analysis of financial and non-financial information, providing reliable evidence and sup-
porting informed decision-making. It is vital for auditing and monitoring, where accuracy
and access to up-to-date information are critical to success.

Data security is becoming a priority for all regulatory agencies as cyber threats grow.
Cyber security solutions, data encryption, and backup are just some tools that help pro-
tect sensitive information from unauthorized access or loss. These security measures
are fundamental to the implementation of monitoring and supervision. Organizations’
technological innovations contribute to greater efficiency, transparency, and security in
managing financial information (Kerr et al. 2023). Despite the challenges associated with
technological adaptation, the potential to improve supervision, audit, monitoring, and
inspection processes is significant.

However, continued investment in digital technologies and training to maximize the
benefits of their application in financial control remains necessary. The study’s focus is
on contributing to the possibilities for more active use of digital tools to improve control
activities in the public sector of the Republic of Bulgaria.

3. Materials and Methods

The present study analyzes the application of digital tools in the processes of financial
control in Bulgaria’s financial control institutions, affecting the formation of the revenue
part of the state budget and the expenditure of public funds. Based on a survey, the
research aims to establish which digital tools are actively used in data collection, pro-
cessing, and protection practices and their effectiveness in managing information within
financial control.
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The survey was distributed to over 450 specialists working in financial control in-
stitutions at the national level—the National Revenue Agency, the Customs Agency, the
State Audit Office, and the State Financial Inspection Agency. The first two are the primary
revenue administrations, collecting 80% of the total revenue in the state budget. The State
Audit Office and the State Financial Inspection Agency inspect 90% of organizations that
dispose of budget funds. The aim is to get an idea of the current state of the technological
integration of digital tools for implementing control procedures. The questions are formu-
lated to reveal how digital tools support the stages of information collection, processing,
and protection and how they affect the overall effectiveness of financial controls.

In the study, we investigated three groups of nominal variables: digital tools, elements
of the information management process, and forms of control. The choice of the correlation
relationship is justified by the fact that the whole study does not look for a correlation
between an outcome phenomenon that is an outcome and, respectively, correlating factors
that influence it. The idea was to look for how strong the relationship is between nominal
independent variables. The respondents’ answers were transformed into (1) and (0),
depending on the degree of application on the research parameters, to apply Kendall’s
method. Then, the values and interrelationships between nominal variables are included
in the analysis. Non-parametric data were transformed into parametric data to perform a
qualitative analysis. Only certain coefficients, where we have a high degree of statistical
significance, are offered to the analysis.

Kendall’s correlation analysis was applied to the analysis of the collected data to
identify statistically significant relationships between the use of digital tools and the
improvement of financial control processes. The method was chosen because of its ability
to analyze relationships between ordinal and nominal variables, which is particularly
suitable for handling survey response data. The relationship between the various indicators
is presented, and their interrelationship is explored. Through the correlation analysis,
the authors sought to derive the relationships between the respondents’ attitudes toward
digital tools and the analysis of their influence on the optimization of financial control.

The data show a high degree of statistical significance between the implementation
of digital tools and the improvement of critical aspects of financial control, including the
efficiency of information collection, the accuracy of data processing, and the reliability of
information protection measures. These data support the hypothesis that the technological
integration of various digital tools has an essential role in the adaptability and optimization
of financial control, offering significant opportunities for increasing the transparency,
accountability, and sustainability of control procedures.

4. Results

The research highlights the need for the continued implementation and adaptation of
digital tools in financial control practices. Given the high degree of statistical significance
of the relationships found, supervisory institutions are recommended to expand their
investments in technologies that support the collection, processing, and protection of
information to respond adequately to the challenges in a modern financial context.

The results of the analysis in Table 1 show a high degree of statistical significance
between applying digital tools and improving some critical aspects of financial control,
including the efficiency of information collection (correl. coef. 0.201, and Sig. 0.014),
analysis information (correl. coef. 0.227, and Sig. 0.005), and risk analysis and management
(interrelationship with ERP—correl. coef. 0.260 and Sig. 0.001; CRM—correl. coef. 0.286
and Sig. 0.000; Al—correl. coef. 0.303 and Sig. 0.000; Data encryption, hashing, and
catching technologies—correl. coef. 0.323 and Sig. 0.000; Software for processing large
databases—correl. coef. 0.292 and Sig. 0.000). In the field of cybersecurity and data
protection, the results of the study show that there is a strong positive correlation with
ERP (correl. coef. 0.185 and Sig. 0.024), CRM (correl. coef. 0.192 and Sig. 0.019), Al (correl.
coef. 0.232 and Sig. 0.004), data encryption, hashing, and caching technologies (correl. coef.
0.426 and Sig. 0.000), and big data processing software (correl. coef. 0.167 and Sig. 0.041).
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These data support the hypothesis that the technological integration of various digital
tools plays a significant role in the adaptability and optimization of financial controls,
offering significant opportunities for increasing transparency, accountability, and resilience
of control procedures. The results in Table 1 show that technological tools are essential
to modernizing financial control processes and improving the security and efficiency of
information management.

ERP and CRM systems, as integrated information systems, offer a comprehensive
approach to collecting, analyzing, and managing corporate data, allowing organizations to
identify and manage risks more effectively. On the other hand, artificial intelligence and big
data processing applications help analyze complex and voluminous databases. Through
machine learning and analysis algorithms, these technologies can identify patterns and
trends that human analysis could not easily recognize. This leads to a deeper understand-
ing of risks and opportunities and improved risk management and information protection
strategies. The significant positive correlation between these technological solutions, im-
proved risk analysis and management processes, and information protection highlights the
fundamental role that digital tools play in modern financial control. They optimize and
accelerate data collection and analysis processes and increase the accuracy and reliability
of findings.

In conclusion, a strong positive correlation between digital technologies and improving
the processes of analysis, risk management, and information protection requires financial
institutions and supervisory authorities to adopt and integrate these innovations into their
operational strategies. It will improve the efficiency and safety of their operations and
enable them to be more effective in a rapidly changing business environment.

From Table 1 of the study, a positive correlation was found between using the software
for processing large databases and improving the processes of preparing reports, reports
from the financial control institutions (correl. coef. 0.207 and Sig. 0.011), and gathering
evidence (correl. coef. 0.166 and Sig. 0.042). The relationship highlights the importance
of technological innovation in financial control and information management. Significant
data processing software allows financial control institutions to analyze extensive and
complex datasets quickly and accurately. This results in a significant improvement in the
quality and speed of reporting, which is critical for effective risk management and informed
decision-making. This way, the software for processing large databases enables financial
control authorities to generate more detailed and accurate analyses.

Furthermore, the positive correlation between using the software and collecting ev-
idence highlights its role in enhancing trust and transparency in financial control. Big
data processing tools facilitate the identification of anomalies and potential risks, thereby
helping to gather reliable evidence that supports the analyses and conclusions in reports.

The existence of a strong positive correlation between the software for processing
large databases and the improvement of the processes in the preparation of reports and
the collection of evidence illustrates the significant contribution of technological innova-
tions to the increase in efficiency and transparency in financial control institutions. It
highlights the need for the continued integration and optimization of digital tools in the op-
erational procedures of financial control institutions to ensure the reliability and timeliness
of information.

From Table 2, it is found that there is a strong correlation between inspection and
evidence-gathering processes in the context of financial control (correl. coef. 0.282 and Sig.
0.001). The relationship highlights how the intensity and effectiveness of inspection activi-
ties contribute significantly to the quality and volume of evidence collected, which is critical
to successfully implementing financial controls and subsequent analyses and assessments.
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Table 1. Interrelationship between applied digital tools and information management activities.

. . . Cyber Preparation
Colilelcetmg Information Analysis of  Verification of Risk ;\nl?lyms Security and D:taar E:Se of Analyses, Gathering
. Processing Information Information Protection of . Reports and  Evidence
Information Management Processing
Personal Data Others
Mi ft Office Sui Correl. Coef. 0.159 —0.082 0.027 0.131 —0.035 0.088 —0.056 0.171* 0.107
icrosoft Office Suite Sig. (2-tailed) 0.052 0.314 0.739 0.108 0.667 0.280 0.493 0.036 0.190
ERP svstems Correl. Coef. —0.110 —0.009 0.140 0.022 0.260 ** 0.185* —0.008 0.026 0.003
Y Sig. (2-tailed) 0.179 0.909 0.087 0.792 0.001 0.024 0.922 0.746 0.973
CRM svstems Correl. Coef. —0.004 0.066 0.109 0.037 0.286 ** 0.192* 0.057 0.086 —0.019
y Sig. (2-tailed) 0.964 0.420 0.181 0.649 0.000 0.019 0.488 0.291 0.812
Artificial intellicence Correl. Coef. —0.019 0.001 0.021 —0.023 0.303 ** 0.232 ** —0.024 —0.007 —0.013
8 Sig. (2-tailed) 0.813 0.989 0.799 0.776 0.000 0.004 0.766 0.931 0.870
Data encryption, hashing ~ Correl. Coef. 0.201 * 0.147 0.115 0.058 0.323 ** 0.466 ** 0.177 * 0.056 0.027
and caching technologies  Sig. (2-tailed). 0.014 0.072 0.159 0.475 0.000 0.000 0.030 0.495 0.745
Software for processing Correl. Coef. 0.125 0.131 0.227 ** 0.142 0.292 ** 0.167 * 0.474 ** 0.207 * 0.166 *
large databases Sig. (2-tailed) 0.128 0.111 0.005 0.084 0.000 0.041 0.000 0.011 0.042

**_ Correlation is significant at the 0.01 level (2-tailed); *. Correlation is significant at the 0.05 level (2-tailed). Source: Own research and calculations.
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Table 2. Interrelationship between applied forms of control and information management activities.

Risk Analvsis Cyber Laree Preparation of
Collecting the  Information Analysis of  Verification of y Security and 8 Analyses, Gathering
. . . . and : Database .
Information Processing Information Information Protection of . Reports and Evidence
Management Processing
Personal Data Others
. Correl. Coef. —0.002 0.129 0.000 —0.035 0.002 —0.081 —0.008 —0.088 0.282 **
Inspection
Sig. (2-tailed) 0.981 0.114 0.998 0.669 0.981 0.319 0.923 0.281 0.001
o Correl. Coef. 0.106 0.129 0.215 ** 0.087 0.134 0.304 ** 0.165* 0.253 ** —0.119
Monitoring
Sig. (2-tailed) 0.196 0.115 0.008 0.287 0.102 0.000 0.043 0.002 0.144
. Correl. Coef. 0.106 0.028 0.115 0.100 0.180* 0.180* 0.050 0.132 —0.104
Supervision
Sig. (2-tailed) 0.194 0.729 0.159 0.223 0.028 0.028 0.541 0.107 0.201
Audi Correl. Coef. 0.113 0.055 0.056 —0.063 0.215** 0.160 0.037 0.125 0.104
udit
Sig. (2-tailed) 0.166 0.504 0.495 0.438 0.009 0.050 0.649 0.124 0.203
Check Correl. Coef. 0.072 —0.023 0.021 0.073 0.063 —0.140 —0.098 0.031 0.137
ec
Sig. (2-tailed) 0.377 0.779 0.795 0.374 0.439 0.087 0.229 0.702 0.094
Revisi Correl. Coef. 0.052 0.090 0.149 0.038 0.019 —0.052 0.039 0.106 —0.078
evision
Sig. (2-tailed) 0.526 0.272 0.069 0.639 0.813 0.526 0.633 0.195 0.337

** Correlation is significant at the 0.01 level (2-tailed); *. Correlation is significant at the 0.05 level (2-tailed). Source: Own research and calculations.
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An inspection as a direct and active method for assessing compliance with estab-
lished standards and regulations is crucial in identifying potential inconsistencies and
irregularities in an organization’s operations. The effectiveness of these processes depends
significantly on the ability of supervisory authorities to collect, analyze, and interpret
evidence that supports their observations and conclusions. The strong correlation be-
tween inspection and evidence collection highlights that quality inspection activities are
fundamental to creating a reliable and objective database for decision-making.

Analysis of the correlation reveals that integrating digital tools and technologies into
inspection processes significantly increases the efficiency and scope of evidence collec-
tion. Digital platforms and tools for data collection offer opportunities for the broader
and deeper implementation of checks and faster and more accurate documentation of
collected facts and circumstances. It leads to greater precision and reliability of the ev-
idence base, which is the basis for the strong correlation between the inspection and
evidence-collection processes.

The analysis of the collected data reveals a strong correlation between the monitoring
and the processes of data protection (correl. coef. 0.215 and Sig. 0.008), data processing
(correl. coef. 0.304 and Sig. 0.000), and preparation of analyses (correl. coef. 0.165
and Sig. 0.043) in the context of financial control and information management (correl.
coef. 0.253 and Sig. 0.002). The interrelationship highlights the importance of continuous
monitoring and analytical procedures to maintain high security and efficiency in enterprise
data management. Monitoring is critical in identifying potential risks and vulnerabilities in
data management systems as a process of constant monitoring and evaluating operational
activity. Effective monitoring allows organizations to take timely measures to protect data,
preventing unauthorized access, loss, or misuse of information. The strong correlation
between monitoring and data protection highlights that reliable monitoring mechanisms
are fundamental to maintaining the integrity and confidentiality of information assets.

On the other hand, the interrelationship between monitoring and data processing
and analysis processes shows that continuous monitoring helps to optimize analytical
procedures. Through systematic monitoring, organizations can ensure that the data used
in analytical processes is up-to-date, accurate, and reliable. It is essential for generating
valid and objective analyses supporting informed management decisions and strategy
formulation. The strong correlation between monitoring and the critical processes of
data protection, processing, and analysis highlights organizations’ integrated nature of
information management. The analysis supports the idea that investments in technologies
and practices for effective monitoring are essential to strengthening information security
and increasing the analytical capability of organizations.

The analysis of the collected data highlights the strong correlation dependence be-
tween the audit and the risk management and assessment processes in the organizations
(correl. coef. 0.215 and Sig. 0.009). The interrelationship is essential because it shows how
effective auditing can significantly contribute to identifying, analyzing, and minimizing
risks. Auditing, as a systematic process of evaluating the effectiveness of risk management,
control processes, and management and operational procedures, plays a critical role in
improving corporate resilience and reliability. By conducting audits, organizations can
discover potential vulnerabilities and gaps in their risk management systems and receive
recommendations for their optimization and improvement. The strong correlation between
auditing and risk management also highlights the importance of integrating these two
processes. This results in a more dynamic and effective risk management that can adapt to
changing external and internal conditions.

Furthermore, the strong correlation between audit and risk management processes
highlights the need for continuous training and development of audit teams in risk manage-
ment. It includes understanding new risks arising from technological changes, regulatory
updates, or changes in business models. Only then can audit functions remain relevant and
provide added value through their activities. The strong correlation between audits and
risk management and assessments illustrates how interconnected and interdependent these
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two aspects are in digital transformations. Understanding and implementing effective
audit and risk management practices increases operational efficiency.

5. Discussion

Considering the study’s RQ(s)—what extent the application of digital tools in financial
control improves its effectiveness and how modern technologies improve the efficiency and
accuracy of information used in financial control institutions—the results highlight the need
for the continued development and optimization of inspections and evidence-gathering
methods and practices within financial control. Concerning Hypothesis 1, we found that
applying digital tools in financial control improves the efficiency of processes and leads to
greater adaptability to changing economic conditions. Regarding the testing of Hypothesis
2, it can be concluded that digital tools do not have an optimal application despite the
significant opportunities to improve the information management processes of financial
control institutions.

Implementing digital information management tools requires careful planning and
a strategic approach. Challenges include software adaptation, employee training, data
protection, and integration with existing systems. Successful implementation requires
clearly defined objectives, commitment to the management of financial control institutions,
and continuous monitoring of the processes and results.

Digital information management tools are crucial in modern financial control, offering
significant efficiency, accuracy, and strategic decision-making advantages. Their role in
the transformation of financial operations is undeniable as they enable better integration,
analysis, and management of financial information, ensuring greater transparency and
accountability in financial control.

Identification and access management are fundamental aspects of digital information
management in financial control. Investments in modern digital tools and strategies for
identification and access management can significantly increase the security and efficiency
of financial controls, ensuring the protection of sensitive information and maintaining the
trust of customers and business partners. The wide use of the set of tools in financial control
practices inevitably raises the issue of the unification (typing) of indicators expressing
financial and non-financial information, i.e., bringing them to a norm, to uniformity.

Using digital tools to work with data, analyze financial information, and perform
analytical procedures significantly impacts control processes. Control activities provide the
application of complex analyses, including statistical methods that allow the implementa-
tion of optimization and risk models. Control authorities use these tools to assess financial
and non-financial data objectively, ensuring high reliability and accuracy in conducting
audit procedures. Digital tools such as financial management software, enterprise resource
planning (ERP) systems, and automated data processing systems significantly streamline
financial analysis, budgeting, forecasting, and reporting.

In today’s dynamic economic environment, financial control institutions face a growing
need for efficiency and adaptability in their financial control processes. In this context,
digital tools play a crucial role in optimizing the management of information resources.
Hypothesis 1 suggests that the significant application of digital tools in financial control
leads to improved process efficiency, reduced human errors, and higher adaptability to
changing economic conditions. The hypothesis is based on the premise that automation
and the integration of digital technologies can significantly speed up data collection and
processing, minimize the risk of human error, and facilitate rapid decision-making in
response to external changes. Big data analysis tools, for example, allow control authorities
to identify trends and anomalies in real-time, which contributes to increasing the overall
effectiveness and reliability of financial control.

The research results highlight the need for the continued development and optimiza-
tion of inspection and evidence-gathering methods and practices within financial control.
The strong correlation between these two aspects supports the idea of an integrated ap-
proach that includes both the improvement in inspection procedures and the maximum



J. Risk Financial Manag. 2024, 17, 165

13 of 17

use of new technologies for the efficient collection and analysis of evidence. It will help
increase transparency and accountability and, ultimately, the resilience of financial systems.

The established strong correlation dependence between monitoring and data protec-
tion, processing, and analysis processes emphasizes the need for a comprehensive and
coordinated approach to information security management and analytics. Organizations
must continue to develop and integrate advanced monitoring systems that help optimize
information processes and provide a reliable basis for strategic decision-making.

Dynamic economic conditions require supervisory institutions to be rapidly adaptable
and flexible in their financial strategies and operations. Digital tools provide real-time access
to financial data and market analyses, enabling financial managers to quickly respond to
changing conditions by adapting strategies and optimizing resources. This flexibility is
critical to maintaining business competitiveness and sustainability in a frequently changing
economic environment. It is the key to sustainable development and success in the modern
economy, proving that digitization is essential for modern financial control.

However, Hypothesis 2 highlights the challenge of digital tools in financial control
institutions that must be optimally used to analyze, process, and evaluate information. In
times of continuous technological development, digital tools offer significant opportunities
to improve financial control institutions” information management processes. Despite the
availability of various such tools, concerns remain regarding their optimal application.

The problem may be due to several factors. One is the need for more specific skills
and training among staff. These outdated technological systems are incompatible with
new tools, or more data systems must be integrated within individual financial control
institutions. Even when institutions introduce new digital tools, they often need to invest
more in training their employees to use them effectively. It leads to a situation where tech-
nologies are available but not used to their maximum potential due to a lack of knowledge
and skills.

Integrating new digital tools into the existing information systems also represents a
challenge for the financial control institutions in Bulgaria. Many face integration
problems due to cross-platform incompatibilities or a lack of standardization. It can
lead to a fragmented information environment where data need to be processed or
analyzed effectively.

Introducing digital tools in financial control institutions is a critical process that
can significantly increase efficiency, transparency, and accountability. This study found
that all the necessary prerequisites for implementing digital tools were provided in the
examined financial control institutions. An in-depth analysis of the current processes
and systems was carried out during the implementation. The costs of a preliminary
analysis include consulting services, employee training, and temporary trials of various
technological solutions. Each financial control institution has servers, network equipment,
data protection, and cyber security systems. These costs can be significant, but they are
critical to maintaining the system’s integrity and security. Spending primarily focuses on
document management systems, analytics software, remote work platforms, and other
tools that facilitate verification and auditing processes. An essential aspect of implementing
digital tools is training employees to work effectively with the new systems. It requires
time, resources, and potential changes in management practices and organizational culture
to encourage adaptation and innovation. Once digital tools are implemented, constant
maintenance and updating are required to ensure their effectiveness. It includes both
technical support and regular software update training.

Therefore, the potential of digital technologies to improve financial control remains
unrealized, making it difficult to manage risks and take advantage of process improvement
opportunities effectively. To overcome these challenges, supervisory institutions must
actively work to evaluate the effectiveness of their digital tools. It includes regular reviews
of information analyses and processing processes and adapting learning and integration
strategies in line with best practices. In this regard, it is essential to encourage the introduc-
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tion of innovations that will support the work of control authorities and their confidence in
the use of new technologies.

6. Conclusions

This research highlights the critical role of digital tools in transforming financial control
in financial control institutions. The study found significant benefits to integrating digital
technologies, including increasing process efficiency, reducing human error, and increasing
adaptability to changing economic conditions. At the same time, however, the research
also reveals the existing challenges related to the need for more suboptimal use of available
digital tools to analyze, process, and evaluate information.

The results support the hypothesis that the significant application of digital tools in
financial control can lead to improved efficiency and greater transparency in managing
information resources. It, in turn, reinforces the need for a strategic approach to digitization
that includes training staff, modernizing IT infrastructure, and improving data management
systems integration processes. In this regard, to derive the maximum benefits from digital
tools in the control processes, the financial control institutions must accept the changes
and adapt to the new technological realities. It requires commitment at all levels of the
organization and a clear vision of the future of financial control that can meet the growing
demands for efficiency, transparency, and responsibility in the management of information
resources. In this way, supervisory institutions can ensure that they stay abreast of the
times and continue to play their role in maintaining sound financial stability and resilience
in the economy.

The two hypotheses put forward emphasize the importance of a strategic approach to
implementing and using digital tools in financial control institutions. To realize the full
potential of digitization in financial control, it is necessary to develop and implement clear
strategies for the training and development of personnel, modernization of IT infrastructure,
and improvement of integration of data management systems. Thus, financial control
institutions can increase their efficiency and adaptability and ensure that they make the
most of the opportunities provided by digital technologies to improve the processes of
collection, processing, and use of information resources.

Limitations and Future Work

This study was by no means exhaustive or definitive. According to the authors, the
article has some limitations. The study was limited to four financial control institutions
in Bulgaria that cover the control of the revenue and expenditure part of the budget.
Their choice is because they apply all forms of control—inspection, audit, monitoring,
and supervision. The study mainly focused on applying digital tools to implement more
effective control procedures. However, the experts involved in the study have the most
comprehensive data on the application of digital tools in the control process and its effects.
Given that, the study’s findings and conclusions are based on a limited number of research
papers, and the study is a survey. Given the extremely rapid development of digital tools
and their increasing role in improving business processes, the authorial team cannot explore
all aspects theoretically and empirically. Due to the topic’s interdisciplinary nature, we
can only cover some topic areas or predict which areas may be covered in the next few
years. However, our study is valuable in that it can serve as a starting point for researchers
interested in related research.

The authorial team will continue to work in the stated areas of research, including
institutional control in the public sector. Future work could explore the application of
digital tools in internal control in business organizations. The issues this paper explored
will be a starting point for our future work. Future research will focus on the extent to which
the digital transformation of business processes influences the adaptation and development
of control processes. The authors also considered one type of control, financial control,
rather than control in general. On that basis, the authors focused on financial control and
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the application of digital tools in information management. In this way, future research
will assess the extent of applicability of new technologies in the area of financial control.
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