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Abstract: Digital transformation plays a significant role in modernizing and improving the efficiency
of ports around the world. However, digitalization also brings a set of challenges that ports must
face. They have to respond to several unique challenges because of the complexity of their operations
and the varying demands of stakeholders. This study seeks to identify and summarize the challenges
of digital transformation processes in ports. For this purpose, the World Ports Sustainability Program
database was used. The findings revealed 74 digitalization initiatives carried out by ports, which
makes it possible to recognize 7 dimensions and 32 sub-dimensions of challenges to the digital
transformation process. Among the identified dimensions are port infrastructure, the interconnection
between various systems, the port organization model, regulation, security and privacy, market
evolution, and the establishment of partnerships to implement these projects. The results of this
study are relevant to mitigate the risks of the digitalization process in ports and respond to market
needs that demand greater transparency and visibility of their operations.
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1. Introduction

Logistics in ports plays a multifaceted and essential role in the efficiency and success
of port operations. It encompasses everything from coordinating the movement of goods to
inventory management, documentation, customs integration, and security. By optimizing
these processes, logistics contribute significantly to international trade, economic growth,
and global connectivity [1–3].

In the port context, logistics covers several essential functions that contribute to the
smooth and efficient running of cargo handling activities. The first crucial point is addressed
by Akhavan [4] and Mangan et al. [5] and includes the receipt and discharge of goods.
Logistics plays a vital role in coordinating berthing operations, positioning vessels, and
efficiently unloading cargo from ships, ensuring that products are moved quickly and
safely. Temporary storage is also a key focus area [6]. Logistics in ports involves allocating
suitable spaces for storing different types of goods, ensuring that they are organized and
protected from damage. Furthermore, inventory management is another critical task [7–9].
Maintaining a balance between supply and demand, monitoring stock levels, and moving
goods as necessary is a crucial part of port logistics. The integration of modes is another
aspect that logistics addresses strategically [10]. Ports are connection points between
different modes of transportation, and logistics work to ensure a smooth and efficient
transition of goods between ships, trucks, and trains. This includes coordinating schedules,
choosing the most efficient routes, and minimizing waiting times [11–13]. Additionally, port
logistics deals with risk management and security. This involves implementing security
measures to protect goods, port facilities, and workers, as well as preparing for emergencies
such as cargo spills [14].

Digital transformation is profoundly reshaping logistics activity, optimizing processes,
and improving efficiency throughout the supply chain. The adoption of technologies
such as the Internet of Things (IoT), Big Data, artificial intelligence (AI), and automation
has a significant impact on the way companies manage their logistics operations [15,16].
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However, digital transformation brings with it several challenges that require careful ap-
proaches to ensure successful implementation. One of the main challenges is the integration
of heterogeneous systems and platforms. As Herold et al. report [17], many companies
have legacy systems and diverse technologies in their operations, which makes it difficult
to create a cohesive platform. Interoperability between these systems is essential for an
efficient supply chain, but complex integration can require a significant investment in terms
of time, resources, and expertise [18]. Organizational culture is another obstacle. Adopting
new technologies and working practices often requires profound cultural changes [19].
Teams can be resistant to change and slow to adapt to new forms of collaboration and
work processes. Financial costs also represent a substantial challenge [20]. Implementing
advanced digital solutions in logistics can be expensive, covering not only the initial costs of
acquisition and implementation, but also the ongoing costs of maintenance, updating, and
training. Finally, Santhi and Muthuswamy [21] report that cybersecurity is a critical concern
in the digital transformation of logistics. With greater dependence on digital systems and
connectivity, the risk of cyberattacks increases.

When looking at the specific sector of maritime ports, the digital transformation
in port logistics offers the promise of modernizing and optimizing operations that are
essential for global trade. However, this change also faces several specific challenges
that must be addressed to achieve the desired benefits. Studies in this area are rather
limited, indicating a significant research gap that needs to be addressed. The study by
Paulauskas et al. [22] reveals that the digitalization level in ports is quite asymmetrical
and that small and medium-sized ports in particular experience difficulties in this process,
with digitalization levels being 30% lower than larger ports. A similar conclusion can be
obtained by considering the small and medium-sized ports in Sweden [23]. Coordination
between different stakeholders is seen by Brunila et al. [24] as one of the main challenges.
Ports involve a variety of actors, such as government agencies, carriers, customs authorities,
and logistics companies. The implementation of effective digital systems requires close
collaboration between these parties to ensure interoperability and the efficient exchange
of information. The inefficiency of the technological infrastructure is another factor found
by Tijan et al. [25]. In practice, many ports have legacy systems that may not be easily
integrated with new digital solutions. This can make it difficult to collect, share, and analyze
data effectively in real-time. Furthermore, it is recognized that the lack of connectivity in
some areas can hinder the deployment of advanced technologies. Notteboom et al. [26]
also point out the challenge of training teams. The introduction of new technologies
requires employees to acquire new skills to operate, maintain, and make the most of these
tools. Resistance to change and a lack of adequate training can hinder the successful
adoption of digital solutions. The weak relationship between academia and technology
transfer processes based on science is also recognized by Cunha et al. [27]. Finally, the
study by Heikkilä et al. [28] outlines alternative scenarios for the future of smart ports
and concludes that digital transformation will be a priority for digital innovation based
on pillars such as automation, sustainable development, and cooperation. This vision
of port digitalization processes aligned with sustainable development objectives is also
followed by Gasparotti et al. [29]. This study seeks to complement the vision of these
authors and to characterize and summarize the digital transformation challenges facing
ports from a global perspective. For this purpose, the database provided by the World
Ports Sustainability Program (WPSP) is used, which gathers information on ports’ digital
transformation processes and their efforts to address the United Nations’ sustainable
development goals. The database comprises 327 ports around the world. In this sense,
the first research question (RQ1) seeks to identify and explore the characteristics of the
digitalization projects implemented by ports. This approach will also make it possible to
recognize the challenges of this digital transformation and address RQ2, which aims to
identify the digital transformation challenges faced by ports through a qualitative research
approach using thematic analysis. Moreover, this study seeks to find recommendations
based on the empirical digitalization processes carried out by ports to respond to the
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challenges previously identified. In this sense, RQ3 aims to identify the approaches that
have been proposed by ports to mitigate the digitalization challenges previously identified.

This manuscript is organized as follows: first, a review of the literature on digital
transformation processes is undertaken. Next, the methodology and research methods
used to explore the study data obtained from the WPSP are presented. After this, the results
are presented and discussed, considering their relevance and originality for interpreting
the contributions of this study. Finally, the conclusions are summarized. It is also in this
last section that the limitations of this study are presented and suggestions for future work
are proposed.

2. Literature Review

Digital transformation is a multifaceted process that involves the integration of digital
technologies and strategies across various aspects of an organization, society, or industry,
to enhance operations, communication, and decision making. Digitalization encourages
interdisciplinary research by making it easier for researchers from different fields to access
and integrate diverse data sets and knowledge sources [30]. At its core, digitalization starts
with the digitization of analog data and assets [31]. This involves converting physical
documents, images, and records into machine-readable formats through technologies
such as scanning and optical character recognition. Once digitized, data are stored and
managed in digital repositories. Borangiu et al. [32] and El-Haddadeh [33] highlight
that cloud computing and data centers offer scalable storage solutions, facilitating easy
access to information from anywhere. Gao et al. [34] add that efficient data management
systems are essential for organizing and indexing data, reducing redundancy, and enabling
rapid retrieval.

The digitalization process also encompasses automation. Manual and repetitive tasks
are replaced by software applications, robotics, and artificial intelligence. This stream-
lines processes, reduces errors, and accelerates operations, resulting in increased pro-
ductivity [35,36]. This automation extends to interconnected systems as pointed out by
Plekhanov et al. [37]. Through the IoT, devices, machines, and systems communicate and
share data in real-time, enabling remote monitoring, control, and data-driven decision
making. Capurro et al. [38] concluded that digitalization’s true power lies in data analy-
sis. The sheer volume of digital data generated is harnessed through advanced analytics,
including machine learning and data mining. This empowers organizations to uncover
insights, patterns, and trends that inform strategic decisions and predictive models [39,40].

Enhanced communication and collaboration are key factors in digitalization. The
convergence of technology, connectivity, and diverse work environments necessitates
comprehensive strategies that go beyond simple bullet points. Imran et al. [41] recommend
that to effectively foster improved communication and collaboration, organizations must
embrace holistic approaches that combine technological tools, cultural shifts, and well-
defined processes. Tools such as videoconferencing and collaborative document sharing
empower teams to engage in real-time discussions, share information, and collectively
contribute to projects. Furthermore, the integration of emerging technologies, such as
AI-powered chatbots and virtual reality, can further enhance engagement and streamline
workflows [42]. Moreover, well-defined workflows, regular check-ins, and effective task
allocation mechanisms contribute to keeping teams aligned and on track [43]. Regular
feedback loops help to ensure that teams are adapting to changing circumstances and
learning from their experiences [44].

One of the most significant impacts of digitalization is its ability to fuel innovation
and give rise to new business models across industries. This synergy between digitaliza-
tion, innovation, and business models stems from several key drivers and mechanisms.
First, digitalization provides an unprecedented abundance of data. With the proliferation of
internet-connected devices and platforms, an immense volume of data is generated, captur-
ing insights into consumer behavior, market trends, and operational performance. Kostakis
and Kargas [45] advocate that businesses can leverage this data to gain deep insights into
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customer preferences, enabling them to tailor their products and services to meet specific
needs effectively. Second, digitalization enables agile and iterative development processes.
Traditional business models often involve lengthy product development cycles, making
it challenging to incorporate rapid changes and respond to evolving market demands.
However, digitalization facilitates iterative development through techniques such as agile
methodologies and continuous integration [46,47]. This iterative approach fosters ongoing
innovation, allowing businesses to refine their offerings in response to real-time feedback,
ultimately leading to more customer-centric solutions. Third, digitalization encourages
collaboration and co-creation. Online platforms, social media, and digital communication
tools enable businesses to engage with customers, partners, and even competitors in new
ways [48]. This interconnectedness can lead to collaborative innovation, where diverse
stakeholders contribute their expertise to create value-added solutions.

The benefits of digitalization processes are unequivocal. However, with these ben-
efits come significant security challenges that must be addressed to ensure the integrity,
confidentiality, and availability of digital systems and data. One of the key reasons why
security is critical in the realm of digitalization is the sheer volume of sensitive information
being transferred and stored digitally. Personal data, financial records, intellectual property,
and other confidential information are constantly being exchanged across digital platforms.
Without robust security measures, these data become vulnerable to unauthorized access,
cyberattacks, and data breaches. Such incidents can lead to severe consequences, including
identity theft, financial loss, and reputational damage to individuals and organizations
alike [49–51]. Moreover, the interconnected nature of digital systems amplifies the potential
impact of security breaches. As revealed by Shinde and Kulkarni [52], a single vulnerability
in one part of a digital network might compromise an entire ecosystem, disrupting critical
services and causing widespread chaos.

Digitalization has impacted every facet of logistics, from supply chain management
to last-mile delivery, revolutionizing the industry’s efficiency, transparency, and overall
effectiveness. One of the key impacts of digitalization is the enhanced visibility and
transparency it offers across the supply chain. Advanced tracking and monitoring systems
powered by the IoT allow real-time monitoring of shipments, enabling companies to
pinpoint their exact location, condition, and estimated time of arrival. The literature reveals
that this increased visibility minimizes disruptions, reduces the risk of theft or damage, and
facilitates proactive problem solving [53,54]. However, digitalization can also pose risks
in terms of the digital divide, which is characterized by Vassilakopoulou and Hustad [55]
as the gap between those with access to technology and those without. Consequently, it
could exacerbate existing inequalities in the industry. Last, digitalization is an iterative
process. Rapid technological advancements cause continuous adaptation. Organizations
must assess and integrate new technologies to remain competitive and relevant in an
ever-evolving digital landscape.

Ports are pivotal nodes in global supply chains, facilitating the movement of goods
between land and sea. By embracing digital transformation, ports can address various
challenges and capitalize on numerous opportunities to enhance their efficiency, produc-
tivity, and sustainability. The pursuit of operational efficiency is one of the objectives
of ports. Digital technologies such as the IoT, automation, and advanced data analytics
enable ports to optimize their operations. Sensors and smart systems can monitor cargo
handling, equipment performance, and traffic flow in real time [56]. This leads to faster
loading and unloading of vessels, reduced waiting times for ships, and overall increased
operational efficiency. Real-time tracking and increasing the visibility of operations are
other goals. Digital transformation provides the means to track cargo and vessels in real
time. These real-time data are invaluable for various stakeholders, including shipping
companies, logistics providers, and regulatory agencies [57]. Finally, ports have a signif-
icant environmental impact due to their energy consumption, emissions, and potential
ecosystem disruption [58]. Digital transformation can help mitigate this impact by moni-
toring and reducing carbon emissions. Various examples can be found of the benefits of
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digital transformation in ports around the world. Eagle [59] highlights the cases of the
ports of Hamburg, Antwerp, and Singapore in using technology for greater operational
efficiency. Moore [60] gives the example of Tianjin port in China to highlight the potential
of 5G technology, automation, and renewable energy for autonomous driving processes.
Klar [61] applies the concept of digital twins to ports, resulting in a digital representation of
a physical port facility and its operations. It is a concept rooted in the broader field of IoT
and Industry 4.0, where physical objects and systems are mirrored in a virtual environment
using data from sensors, devices, and various data sources.

3. Materials and Methods

This study adopts a qualitative methodology to respond to the objectives of this
study to identify the areas of digitalization in ports and their main challenges. There
is no global entity that gathers statistical information on ports to allow a quantitative
analysis of this phenomenon and, consequently, a qualitative approach exploring the
experience of various ports on a global scale is the most appropriate methodological
alternative. Furthermore, ports have very different characteristics, which would be difficult
to explore in a quantitative analysis given the high variability of the data. As recognized by
the United Nations Conference on Trade and Development (UNCTAD) [62], the number
of operations and the different players working in the port sector create challenges for
digitalization. In this sense, it is relevant to explore how the different information flows
can be integrated into technological solutions, how different platforms can communicate
with each other, or how platforms can adapt to the environment in which the port is
located. The qualitative approach lets us capture a detailed description of the data, which
allows us to gather multiple perspectives on the same phenomenon. Ponelis [63] states that
the qualitative approach is characterized by its flexibility, which allows for adjustments
throughout the analysis process. Furthermore, contextualization is crucial in qualitative
analysis, as it emphasizes understanding the cultural, social, and historical contexts that
shape the experiences being reported [64].

This study uses the database provided by the WPSP, which is a global initiative
launched in 2018 that aims to promote sustainability in seaports worldwide. It represents a
collaboration between ports, port authorities, international organizations, businesses, local
communities, and other stakeholders related to the port sector. The program was developed
to address the environmental, social, and economic challenges that ports face, seeking to
make port operations more sustainable in several dimensions. Through collaboration and
knowledge exchange between ports and stakeholders, the WPSP seeks to create a global
community of ports committed to sustainability. As recognized by Balic et al. [65], the WPSP
plays a significant role in promoting more responsible and sustainable port practices, as the
maritime transport sector faces increasing pressure to minimize its environmental impact
and maximize its social and economic benefits. The WPSP collects initiatives developed
by ports in six areas, namely digitalization, infrastructure, health safety and security,
environmental care, community building, and climate and energy. In the digitalization
field, we find innovative digital applications, data collaboration with stakeholders, process
and documentation flow improvements, optimization of logistic processes, just-in-time
(JIT) arrival of ships, port management systems, smart port initiatives, among others. In
total, 74 initiatives were identified on a global scale, as shown in Figure 1. It should be
noted that no initiatives were identified in South America and only two initiatives were
reported in Africa.

Table 1 summarizes the initiatives included in this study. Each initiative is assigned
a unique identifier for referencing purposes, the project title, country, year, and a brief
summary of its objectives. It should be noted that most of these projects have been reported
in the last three years (2021 to 2023) and are mainly taking place in Europe and the
Middle East.
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Table 1. Characterization of the initiatives included in the sample.

ID Title Country Year Goal

ADP-U2014 Abu Dhabi
Ports—mPCS Project UAE 2014

Give visibility of several key port operations
(e.g., location of ships, scheduling operations, checking
their cargo, transferring materials, among others).

ADP-U2015
Abu Dhabi
Ports—Disaster Avoidance
and Resiliency

UAE 2015
Provide a robust and resilient infrastructure that can
protect the port’s digital assets and any malicious human
interventions and natural disasters.

ADP-U2020
Abu Dhabi Ports
Group—SENYAR
HSE Application

UAE 2020 Monitor the port actions in real-time and comply with the
regulations set out in ISO 14001 and ISO 45001

ADP-U2022 Abu Dhabi Ports
Group—mUnity UAE 2022 Ensure the management and distribution of

COVID-19 vaccines.

ADP-U2023
Abu Dhabi Ports
Group—Maqta
Airfreight Services

UAE 2023 Provide a single point for management the
logistics operations.

BPA-K2023

Busan Port
Authority—Integrated
Platform for Port Logistics
Information

Republic of Korea 2023 Integration of information in a single point for optimizing
services and responding to requests for check-ins.

CMP-C2021
China Merchants Port
Group—Innovation
Prospers Sustainability

China 2021
Use emerging technologies such as artificial intelligence
and automation to optimize port production and
operation processes.

CPG-M2019
Collaborative
project—Green and
Connected Port

Germany
Greece

Italy
Spain

2019
Optimize the performance of operations and thereby help
reduce the sector’s carbon footprint using AI, sensors,
and Big Data.

CPO-N2021 Collaborative
project—oPortUnity The Netherlands 2021

Provide a framework that enables various internal and
external players to take part in the design and
development of joint solutions that improve the user
experience for customers.

CPP-M2018 Collaborative
project—PIXEL Ports

France
Greece

Italy
2018 Offer an open platform that seeks to integrate information

from the various internal and external stakeholders.
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Table 1. Cont.

ID Title Country Year Goal

CPP-M2020 Collaborative
project—PASSport

France
Germany

Italy
Poland
Spain

2020 Implementation of a surveillance system according to
Directive 2005/65/EC.

CPP-M2020b CIVITAS PORTIS project

Belgium
Italy

Lithuania
Romania

United Kingdom

2020

Provide a living laboratory that tests new urban
environments based on an open model of knowledge
sharing, cooperation, and innovation between
those involved.

CPS-M2019

Collaborative
project—SPEED (Smart
Ports Entrepreneurial
Ecosystem Development)

Belgium
France

Netherlands
United Kingdom

2019
Provide consultancy and knowledge-sharing support to
startups and help young entrepreneurs build intelligent
port solutions.

FPD-F2019 Fiji Ports—Digitalization
initiative Fiji 2019 Facilitating the docking process for boats through an

online cloud platform.

FPP-F2023
Fiji Ports—Pathway
towards Smart
& Green Port

Fiji 2023
Provide a port management solution based on four pillars:
value creation, digital transformation, sustainability, and
work-life balance.

FPV-F2022 Fiji Ports—Vessel Traffic
Management System Fiji 2022 Provide a port management solution that contributes to

the fight against illegal immigration.

FRA-L2023

Freeport of Riga
Authority—Virtual
Maritime Museum and
Heritage Project

Latvia 2023
Develop a project that uses 3D technology to offer visitors
an immersive experience and to showcase key historical
elements of Riga’s maritime area.

HPA-C2023

Halifax Port
Authority—Data
Enhancement
Framework 2 (DEF2)

Canada 2023 Implement a technological solution for measuring
CO2 emissions.

HPA-C2023b
Halifax Port
Authority—The PIER
living lab

Canada 2023 Provide a laboratory of open innovation that focuses on
the transportation sector.

HPA-G2020
Hamburg Port
Authority—SeaClear
project

Germany 2020 Find an efficient and sustainable technological solution
for collecting garbage from the seabed.

HPA-G2021
Hamburg Port
Authority—smartBRIDGE
Hamburg

Germany 2021 Provide a solution that helps the conservation of
maritime facilities.

HPA-G2022

Hamburg Port
Authority—Spot the robot
dog, our assistant bridge
inspector

Germany 2022
Develop a robot dog, based on augmented reality
technology, that meets the challenge of analyzing the state
of repair of bridges.

JPA-M2017

Johor Port
Authority—Ship
Emission Management
System (SEMS)

Malaysia 2017 Develop a system that aims to analyze the impact of CO2
emissions from ships.

IPD-I2022

Israel Ports—Digital
application process for
licensing and enforcement
of the export of
hazardous waste

Israel 2022 Digitalization of processes and avoiding duplication of
requests in Israel’s ports.

JWP-G2018
JadeWeserPort—Port
Energy Consumption
Management Tool

Germany 2018
Provide control over energy sources that allows
consumption patterns to be measured and offers
mechanisms for future forecasting.

JWP-G2018b JadeWeserPort—“Port
Spot” App Germany 2018 Provide an app that can be used by barge drivers to

announce their port calls.

KPA-K2022 Port of Mombasa—KPA
e-Citizen platform Kenya 2022 Develop an e-Citizen platform for online accounts and

payments management portal.
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Table 1. Cont.

ID Title Country Year Goal

MAR-M2021 Collaborative
project—MAREMIS

Germany
Singapore 2021 Assess the impact of ship activity on air quality and give

suggestions on how this activity can be improved.

MPA-S2019

Maritime and Port
Authority of
Singapore—Singapore’s
Next Generation Tuas
Port Project

Singapore 2019
Transform a physical port into a digital and automated
port using digital channels that simplify processes and
improve productivity.

MPA-S2020 MPA Singapore—Digital
Port Ecosystem Singapore 2020 Implement a data-sharing platform that aims to increase

the port’s operational efficiency and interoperability.

NPA-M2023
National Ports Agency
(NPA) of Morocco—Smart
port innovation approach

Marocco 2023 Organize a series of hackathons to find innovative
solutions for the digitalization of its port.

PAA-B2020

Port of
Antwerp—Automated
drones to prevent
oil pollution

Belgium 2020
Fighting pollution in ports through the use of an
innovative solution to detect oil spills from ships in
good time.

PAF-N2019
Port of
Amsterdam—Fritzy
and friends

The Netherlands 2019
Use local energy production to optimize the balance
between energy supply and demand in a safe and
sustainable way.

PAK-C2022
Port Authority of
Kribi—Kribi Port
Eco-sustain Project

Cameroon 2022 Adopt geographic information systems to achieve better
optimization of spatial planning and its resources.

PAM-A2020 Port Adelaide—Moving
towards Smart Port status Australia 2020

Optimize the work of port operations in terms of cargo
handling, better optimize capacities, and reduce
manpower requirements.

PAP-N2019 Port of Amsterdam—PACT
project The Netherlands 2019 Speed up the order processing and reduce the waste of

resources in ports.

PAP-S2020 Port of
Algeciras—PortXchange Spain 2020 Standardize the information sharing between ports.

PBA-I2019

Port of Bari—Artificial
intelligence for
environmental monitoring
and prediction

Italy 2019
Implement a Decision Support System (DSS) that seeks to
predictively evaluate a set of environmental
impact indicators.

PBC-P2016
Ports of Balboa and
Cristobal—Panama
Maritime Single Window

Panama 2017
Exchange information on ships with the port to help their
arrival at the port promptly, while also complying with
the necessary formalities.

PBD-A2019 Port of Baku—The
Digital Route Azerbaijan 2019 Improve the competitiveness of ports through the

digitization of transport corridors.

PBN-A2019 Port of Brisbane—NCOS
Online Australia 2019 Predict and anticipate the conditions faced by ports based

on the forecast of environmental conditions.

PBP-A2019

Port of Baku—Port
Management and
Information System
(PMIS)

Azerbaijan 2019
Provide a port information management system that
seeks to meet operational management needs at the Port
of Baku.

PBP-A2020 Port of Baku—PMIS Azerbaijan 2020 Digital transformation and automation of activities
through the connection of multiple legacy systems.

PBP-S2016 Port of Barcelona—Port
Links Spain 2016 Build transport chains at the Port of Barcelona and

optimize logistics processes.

PBU-A2019 Port of Baku—The Unique
Dispatcher Software Azerbaijan 2019 Digitalize records and processes to optimize operations

and improve visibility.

PDE-G2023
Port of
Duisburg—enerPort
II project

Germany 2023 Explore ways of producing and managing fuel cells and
engines to produce clean energy.

PHI-U2020

Port of
Houston—Improving
operational efficiency
through transparent
information exchange

USA 2020 Optimize processes and share information between the
port’s stakeholders.
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Table 1. Cont.

ID Title Country Year Goal

PHM-G2019 Port of
Hamburg—5G-MoNArch Germany 2019 Use 5G to optimize operations such as traffic management

and control and the monitoring of environmental impacts.

PHS-G2018 Port of Hamburg—Secure
Truck Parking Germany 2018

Increase the port’s parking capacity and digitize this
process, while also increasing the safety of
parked vehicles.

PHV-G2017

Port of Hamburg—Virtual
Reality for model-based
port infrastructure
management

Germany 2017

Virtual reality is used to help in the port management
process. The information is integrated and visualized in
real-time, making it possible to test various future
construction models at the port.

PLA-U2022
Port of Los
Angeles—Cyber
Resilience Center

USA 2022 Implement an innovative project to detect and protect
against cyberattacks.

PLP-C2019 Port of Limassol—STEAM
project Cyprus 2019 Offer an efficient solution for managing maritime traffic

in the Port of Limassol.

PMC-C2020 Port of
Montreal—CargO2ai Canada 2020 Use of artificial intelligence to prioritize critical cargo.

PMF-F2020 Port of Marseille—Flow
Pass France 2020

Co-innovation was the mechanism used by the port and
Eura Nova specialists to present an innovative model for
identifying and predicting congestion.

PMF-F2020b Port of Marseille—Friend
Ship Solution France 2020 The Port of Marseille offers a pilotage simulator that

allows pilots to improve their performance in this area.

PMI-F2020 Port of
Marseille—IoT4Control France 2020

IoT4Control is an RFDI UHF and IoT-based solution for
managing inventories and communicating this
information in a secure and accessible way.

PMM-F2019 Port of Marseille—The
MeRS project France 2019 Blockchain technology is used in the MeRS project to

securely share and track goods transactions.

PMM-F2019b Port of
Marseille—GuideMeMarseille France 2019

GuideMeMarseille offers an application that works as a
personalized tourist guide in which circuits and
itineraries are built based on tourists’ preferences.

PMR-F2020 Port of Marseille—River
Cooling France 2020

River Cooling seeks to respond to the challenges of energy
efficiency. It is a technology that uses water to build a
temperature-reduction process for industrial facilities.

PMS-F2019 Port of
Marseille—Searoutes France 2019

Searoutes has emerged with the ambition of becoming the
standard application for maritime route planning based
on AIS antennas and real-time weather data.

PMS-F2019b
Port of
Marseille—Submarine
Cable Landing “Plug”

France 2019 Sharing information on submarine cables is the challenge
taken on by this project.

PRR-N2022 Port of
Rotterdam—Routescanner The Netherlands 2022 Routescanner offers a free multimodal platform that

gathers information on operators and their schedules.

PRS-N2019 Port of Rotterdam—Smart
Bollard The Netherlands 2019

Port of Rotterdam developed the first intelligent mooring
bollard, making it possible to monitor information about
the ship in real-time.

PSA-S2020 PSA Marine—Remote
surveying of vessels Singapore 2020 This project aims to carry out remote inspections in

compliance with current legislation.

PSD-P2022
Port of Surigao—Data
collaboration with
MarineTraffic

Philippines 2022
This project aims to increase the effectiveness of collecting
port dues according to the real characteristics of the
ships’ schools.

PRP-N2019
Port of
Rotterdam—PortXchange
Pronto

The Netherlands 2019 PortXChange is a start-up created by the Port of
Rotterdam to develop a platform that optimizes port calls.

PSJ-C2020 Port Saint John—Free
Wi-Fi for Seafarers Canada 2020

Improve network connection through the installation of
three Wi-Fi access points, which allowed the ships to
connect to the digital network and communicate with
their families.
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Table 1. Cont.

ID Title Country Year Goal

PTE-T2020
Port of
Taipei—Eco-resilient
Future

Taiwan 2020
ZibBee technology has been implemented at the port of
Taipei to improve the efficiency of loading and
unloading operations.

PTP-M2022

Port of Tanjung
Pelepas/Johor Port
Authority—Marine
Resource Management
System

Malaysia 2022 MarineM is a system that has been implemented in
Malaysia to manage marine resources.

PVI-C2017

Port of
Vancouver—International
Collaboration on Vessel
Emissions Reduction

Canada 2017 This initiative seeks to bring together international
contributions to reducing emissions from ships.

PVI-S2018 Port of
Valencia—INTER-IoT Spain 2018

The INTER-IoT project, developed between 2016 and
2018, seeks to respond to the challenges of interoperability
and semantic integration.

PYC-J2017
Port of
Yokohama—Container
Fast Pass (CONPAS)

Japan 2017

COMPAS is a new port information system implemented
at the port of Yokohama. The aim is to provide an
integrated information system that increases the efficiency
of operations.

RPC-U2020 RAK Ports—Channel
Optimization with DUKC UAE 2020 DUKC is an innovative digital solution that is also

proving relevant in increasing port efficiency.

TPC-I2022 Tuticorin Port—CODEX
Port Community System India 2022 This project uses EDI to provide the first digital container

exchange platform in India.

Source: adapted from WPSP database.

A fundamental factor in qualitative research is triangulation. According to Carter et al. [66],
the triangulation process aims to minimize possible biases, increase the accuracy of inter-
pretations, and provide a more complete and robust understanding of the phenomenon
under study. Campbell et al. [67] also point out that triangulation helps to confirm whether
the conclusions obtained from different sources or approaches converge toward the same
understanding of the phenomenon. This strengthens the internal validity of the research,
making it more likely that the interpretations are adequately reflecting reality. In this study,
triangulation is ensured by using methods that complement the description of each project
provided by the WPSP platform. Textual information was collected on the following ele-
ments associated with each project: (i) a description of each project on the official website of
each initiative; (ii) a “.pdf” or “.pptx” file presenting the project; (iii) a “.pdf” file presenting
the project’s results; (iv) a video in “.mp4” format presenting the project; and (v) other
media releases associated with each project, considering their textual conversion to “.pdf”
or audio conversion to “.mp4”.

This study uses thematic analysis as an iterative method that goes deep enough to
identify patterns in the data. This approach is highlighted in the literature as a useful and
robust research method for the qualitative exploration of information on social, cultural,
and human phenomena, contributing to a deeper and more holistic understanding of the
subjects under investigation [68–70]. Thematic analysis was applied in this study and the
NVivo v.12 software (version 12, Lumivero, Denver, CO, USA, 2018) was used to identify
patterns in the data. NVivo is software designed to assist in the qualitative analysis and
interpretation of data in research and studies involving unstructured information such as
text, audio, video, and other types of data. It offers data organization and coding features,
textual analysis, data visualization, data integration, and export. The software is recog-
nized for facilitating the analysis of large data sets, identifying patterns, exploring themes,
relationships, and trends within the data. It is widely used by researchers, professionals,
and academics in a variety of fields, including social sciences, health, education, and busi-
ness [71–74]. The phases of the thematic analysis process are presented in Figure 2. In the
first phase, the data relating to each project are extracted and standardized in the formats
indicated above. After this, and in a second phase, the data are loaded into NVivo. This
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software generates codes by identifying sentences or segments of text that are relevant
to the data. Descriptive codes are assigned to each unit of meaning. This code is a word
or short phrase that summarizes the content. Codes that share similar themes are then
grouped together. Categories are built based on the codes, ensuring that they are mutually
exclusive and comprehensive. Throughout the process, the categories are redefined to bet-
ter represent the patterns identified. Finally, in the third phase, a brief narrative is written
to describe each theme, and an analytical framework is built to present the relationship
between the various themes. It is important this framework explains how the themes are
related and interconnected, considering the research context and relevant theories. Finally,
a report is written describing the analysis process and the implications of the results.
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4. Results

Table 2 shows the top 10 final themes identified during the thematic analysis process.
The themes were grouped into a single final theme that represents a pattern in the data. Final
themes related to sustainability, communication and collaboration, logistics, and technology
stand out. Other terms related to the development and implementation of technological
solutions such as “application” and “software” are also found. Themes arising from the
context of the COVID-19 pandemic also emerge. Other less relevant themes not identified
in the table include elements such as “decision-making”, “regulation”, “data analytics”,
“standardization”, “smart cities”, and “heritage”. The 10 main themes identified represent
close to 65% of all themes.

Not all the themes identified correspond to challenges in the process of digitalization
in ports. Many of them contain information about the context in which the projects are
implemented and elements relating to the proposed solutions for digitizing ports. To this
end, the challenges relating to the digitization process were broken down into a tree, which
allowed the dimensions and sub-dimensions of these challenges to be identified. Associ-
ated with each dimension are three examples of quotes from projects that support these
challenges. The number of initiatives with full agreement (NIFA), number of initiatives
with partial agreement (NIPA), and number of initiatives with no agreement (NINA) were
also calculated. This information is presented in Table 3. A total of 7 dimensions and
32 sub-dimensions were identified. In the interoperability dimension, the main challenge
is related to systems integration. Only 8.1% (n = 6) of the projects do not present any
challenges relating to this sub-dimension. The efficiency and productivity of ports is the
main challenge in the infrastructure dimension. This challenge is not present in only 10.8%
(n = 8) of the projects. There is a greater homogeneity of challenges in the organizational
dimension, but the inefficiency of business processes stands out in 67% of the projects.
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Cybersecurity and the emergence of data breaches are two elements that stand out in the
“Data security and privacy” dimension. “Changes in the customer needs” is the most rele-
vant challenge in the “Market” dimension, which appears in 43.2% of the projects. In the
"regulation" dimension, environmental concerns are the main element found, appearing in
73.33% of the projects. Finally, the involvement of partners is the main identified challenge
in the “Partnership” dimension.

Table 2. Main themes identified through the thematic analysis process.

Final Theme Associated Terms Absolute Frequency Relative Frequency

Sustainability Sustainable development, sustainable development goals 208 0.1026
Communication and
Collaboration Community, hackathons, collective intelligence, co-creation 189 0.0932

Logistics Supply chain, operations, transportation, cargo, payments 186 0.0918
Technology Automation, connectivity, sensors, IoT, blockchain 173 0.0853
Monitoring Real-time, tracking 131 0.0646
Application Software, mobile, e-citizen 109 0.0538
Efficiency Optimization, productivity 104 0.0513
Health Vaccines, vaccination, COVID-19 72 0.0355
Privacy and Security Data integrity, data sharing 67 0.0331
Pollution Carbon emissions, green development, renewable energy 66 0.0326

Source: own source.

Table 3. Challenges identified in the thematic analysis.

Code Dimension Sub-Dimension NIFA NIPA NINA

ITP Interoperability

Standardization 9 16 49
Legacy systems 2 3 69
Integration 48 20 6
Coverage 5 28 41
Complexity 21 33 20

IFT Infrastructure

IT barriers 3 7 64
Resource constraints 21 30 23
Efficiency and productivity 53 13 8
Accuracy 4 27 43
Optimization 17 29 28
Intermodal cargo 8 18 48
Siloed organizational structure 5 19 50

OGZ Organizational

Skills gap 6 15 53
Lack of expertise 9 23 42
Data management issues 7 29 38
Internal resistance 3 17 54
Work–life balance 2 5 67
Inefficient business processes 18 32 24

DSP
Data security
and privacy

Cybersecurity 17 31 26
Scale of devices 8 17 49
Data breaches 16 21 37

MKT Market
Changes in customer needs 12 20 42
Economic trends 6 18 50
Digital revolution 9 22 43

RGL Regulation Certification 8 10 56
Environmental concerns 17 38 19

PTN Partnership

Communication 11 16 47
Establishing goals 4 9 61
Involvement 29 32 13
Open approaches 6 19 49
Feedback 10 27 37
Risk management 16 23 35

Source: own source.



Businesses 2023, 3 560

Table 4 complements the information on the dimensions and sub-dimensions found in
the thematic analysis process by highlighting three quotes from the projects that support
each dimension.

Table 4. Examples of quotes that support thematic analysis.

Code Project Quote

ITP

PTP-M2022 “MarineM automates manual processes, helps ensure data integrity, and improves invoicing processes.”

HPA-C2023 “By combining information from operations, cargo handling and transportation, and other aspects in a precise and
interoperable system, the initiative enhances CO2 monitoring.”

PRR-N2022 “Routescanner collaborates directly with several carriers and operators. This ends up resulting in a standardized
data set that connects 4.500 terminals worldwide via more than 750.000 schedules every day.”

IFT

NPA-M2023
“The port industry is up against the basic problem of reaching a new level of development by prioritizing "Soft"
measures, and streamlining port procedures, and utilizing innovation, new technology resources, and the
digital revolution.”

ADP-U2023 “In addition to supporting multimodal freight transit through land and water, MAS offers complete air import and
export cargo services.”

BPA-K2023
“Transshipment volumes and associated expenditures have considerably grown at Busan Port during the last few
years. While this expansion is encouraging for the port’s position as a major center for transshipment, maximizing
efficiency is essential to maintaining scaled productivity and competitiveness worldwide.”

OGZ

FPV-F2022 “A "Revenue Automation" initiative was additionally launched as part of the transition to the Smart Port to
improve the online payment and electronic invoice experiences for external customers.”

FPP-F2023
“FPCL seeks to create a well-rounded and sustainable port ecosystem that benefits the company as well as its
workers, clients, and the larger community by concentrating on four main areas: value generation, sustainability,
digital transformation, and work-life balance.”

PSJ-C2020 “Seafarers are less able to communicate with the outside world, especially their loved ones, and buy necessities
when their ship is stopped in a port. Some ships might not provide free, dependable internet.”

DSP

PLA-U2022 “The CRC is concentrated on spotting and guarding against harmful cyber occurrences that can affect
supply chains.”

FPD-F2019 “To make sure that the company and the stakeholders that engage with FPCL can communicate and exchange
information safely, FPCL has improved firewalls and deployed updated cloud security.”

PMM-F2019
“Everyone who uses it can feed and/or consult this chain of information without the use of intermediaries or a
centralized manager, but they are unable to change the content. The Blockchain provides a permanent perspective
of the logistics process through the ongoing inventory of trades made.”

MKT

KPA-K2022
“Through better and quicker engagement and the fulfillment of client needs, the platform as a whole offers an
improved customer experience. To enhance port efficiency, the parastatal can quickly adapt to changes and stay
current with market trends thanks to the KPA Portal.”

CPO-N2021

“The oPortUnity project is what came of it. Ports are collaborating on an Appstore for port digital services through
oPortUnity. All involved parties can create and use digital products in a standardized manner. By offering a
seamless, consistent user path, this not just attractive for outside parties to build standard solutions for ports, but it
also enhances customer experience.”

CPS-M2019 “Western European ports are under pressure from increased global competition to improve their logistical chain
efficiency and innovation.”

RGL

ADP-U2020 “To abide by laws and standards like ISO 45001 and ISO 14001, we can simply track, report, and analyze all ADPG
data with SENYAR.”

IPD-I2022 “. . .allowing the shipment of hazardous waste that does not adhere to Basel convention requirements or exceeds
licensing restrictions to be blocked.”

CPP-M2020 “The directive 2005/65/CE, which calls for the addition of surveillance systems throughout the port area to
maintain a high and uniform level of security and safety for all European ports, created the necessity for it.”

PTN

HPA-C2023 “Numerous foreign partners are involved, notably the Irish port of Cork. To measure and ascribe similar carbon
intensity across ports for the first time, open and common methodologies to data analysis will be used.”

FRA-L2023 “Our community, educators, and maritime enthusiasts have benefited much from this effort, which, despite its
straightforward approach, has helped us to appreciate and preserve our rich nautical history.”

ADP-U2022 “mUnity was built to respond to the challenges of distributing vaccines to COVID-19 through a
public-private partnership.”

Source: own source.

5. Discussion

Efficiency and productivity are two key factors identified in RQ1 that are crucial for
the competitiveness of ports at a global scale. Ports serve as critical hubs for the movement
of goods, facilitating the import and export of raw materials, manufactured products,
and commodities. Their efficiency and productivity have far-reaching impacts on various
stakeholders, including businesses, consumers, and governments. Effectively, ports that
can efficiently move goods have a competitive advantage. Kaliszewski et al. [75] and
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Wagner et al. [76] note that businesses prefer using ports that offer quicker turnarounds,
lower costs, and reliable services. Therefore, ports that lag in efficiency risk losing shipping
lines and customers to more efficient alternatives, thereby impacting their revenue and long-
term sustainability. Furthermore, ports are complex logistical ecosystems with numerous
interdependent processes and stakeholders, and optimization strategies can significantly
impact their operations and outcomes. Optimization strategies are implemented in different
areas, such as efficiency enhancement, resource utilization, and capacity expansion [77–79].
However, resource constraints in ports can have far-reaching and multifaceted impacts
on their operations, efficiency, competitiveness, and overall contributions to global trade
and economic growth. Ports have finite physical space and infrastructure. As revealed by
Jiang et al. [80], resource constraints often lead to congestion in ports, both at the berths and
within the terminal yards. This congestion results in delays for vessels, which can disrupt
schedules and increase costs for shipping lines. Moreover, resource constraints can hamper
environmental sustainability efforts. For example, Othman et al. [81] examined small-sized
ports in Egypt and concluded that they may struggle to invest in cleaner technologies and
practices, leading to increased emissions, noise pollution, and ecological damage.

Interoperability was identified in RQ2 as one of the most important challenges in the
digitalization processes in global logistics [82–84]. Interoperability in ports is a complex
challenge that involves the ability of different systems, equipment, and processes to work
together efficiently and effectively to ensure the continuous flow of cargo and goods.
Indeed, some ports may not have sufficient financial resources to invest in advanced
interoperability technology, which limits their ability to integrate effectively into global
logistics networks. Many ports still use outdated technology that does not support modern
interoperability standards. It is in this sense that the study by Inkinen et al. [85] indicates
that open data in ports can play a crucial role in enhancing transparency and accountability.
By providing access to information about port operations and performance, open data
initiatives empower various stakeholders to make informed decisions. Therefore, port
authorities can use open data to demonstrate their commitment to transparency and build
trust between the public and investors. The existence of divergent standards and protocols
is another obstacle to interoperability in ports. For example, port management systems,
container tracking systems, and security systems can adopt different standards, making
communication between them difficult. The pursuit of standardization is an action that is
becoming increasingly important. Standardization ensures that ports worldwide adhere
to common practices and regulations, facilitating the movement of goods across borders.
Along these lines are the proposals of Inkinen et al. [86] and Hoven [87], who presented
scenarios and proposals for standardization action in the daily activities of ports.

Challenges in the organizational dimension were also identified in RQ2, although
their prevalence is lower than in the infrastructure and interoperability dimensions. The
inefficiency of business processes is the main component identified in this dimension. It
can manifest itself in various ways, adversely affecting all parties involved, from port
operators to carriers and, ultimately, consumers. The main way in which inefficiency is
evidenced is reported by Elmi et al. [88] through operational delays. This includes delays
in loading and unloading ships, handling containers, and transferring cargo to trucks or
trains. Liu et al. [89] add that inefficient ports are prone to congestion due to a lack of
coordination in operations, which has been further exacerbated during the COVID-19
pandemic. This can result in piles of containers, queued trucks, ships waiting in line to
dock, and a general atmosphere of chaos, which hampers productivity and increases the
risk of accidents. Inevitably, these situations of inefficiency in business processes can also
lead to an increase in operating costs. Also in the operational dimension are projects that
aim to increase accessibility to the digital services available in ports. An example of this
is found at Port Saint John in Canada, where the installation of Wi-Fi access points has
enabled ships to access port resources such as shopping and emotional support. This
initiative has also contributed to addressing sustainable development goals such as good
health and well-being, decent work, and innovation.
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Security and privacy in ports have evolved significantly in recent decades due to
technological advances, regulatory changes, and the growing awareness of the importance
of these critical aspects for global trade and the protection of critical infrastructure. Reg-
ulation plays a crucial role in ports, designing the legal and regulatory framework that
guides their operations, safety, environmental protection, international trade, and relations
with the community [90]. In parallel, and with the growing dependence on information
and communication systems, cybersecurity has become a critical concern for ports. Port
authorities are investing in cybersecurity measures to protect control systems and IT in-
frastructure from cyber threats [91]. An example of this investment is recognized by the
implementation of the CRC at the Port of Los Angeles. As its executive director acknowl-
edges “. . . we must take every precaution against potential cyber incidents, particularly
those that could threaten or disrupt the flow of cargo. This new Cyber Resilience Center
provides a new level of awareness for our stakeholders by providing enhanced intelligence,
better collective knowledge sharing, and heightened protection against cyber threats within
our supply chain community” [92]. Data privacy is a risk that has grown with the collection
and storage of large volumes of data related to maritime trade and port operations [93].
It is in this sense that many ports are implementing robust privacy policies that establish
clear guidelines for the collection, use, and sharing of personal data. This includes the
development of codes of ethics that guide privacy practices. However, the specific approach
to privacy in ports can vary depending on geographical location, applicable legislation, and
local practices. The balance between the need for security and the protection of privacy is
an ongoing challenge that ports face as they evolve to meet the demands of the digital age.

Digitalization projects in ports addressed in RQ3 confirm that customer needs have
changed and prompted the emergence of new initiatives. The evolution of customer needs
in ports reflects transformations in the maritime industry, global trade, and the changing
expectations of stakeholders. Roberts et al. [94] point out that environmental awareness is
shaping customer expectations in ports. Customers are now looking for port facilities and
operations that are aligned with environmentally responsible practices, such as reducing
carbon emissions, using clean energy, and minimizing waste. Pruyn & van Hassel [95]
add that the digitalization of port operations has also become a priority for customers.
They expect technology-based services such as real-time cargo-tracking systems, online
booking of space in the port, and effective communication via digital platforms [96–98]. It
is from this perspective that the Routescanner project promoted by the Port of Rotterdam
has emerged; this project aims to provide a complete and integrated solution that enables
freight forwarders and owners to reduce their logistics-related emissions and help them
make the best routing decisions. Another relevant example is implemented at the Port of
Mombasa in Kenya, where the KPA e-citizen platform has increased visibility over port
processes and facilitated payment settlement processes, since the institution offers a cash
payment application integrated into its cell phones and the e-citizen platform.

The digitalization of ports is also a necessary response to the demands of the glob-
alized economy and increasingly complex supply chains, and partnerships are the key
to successfully achieving this goal. These are important elements in the answer to RQ3.
First, partnerships in the digitalization of ports allow access to resources and expertise.
Developing and implementing advanced technologies, such as traffic management systems,
cargo tracking, process automation, and data analysis, requires specific knowledge that is
often outside the scope of port authorities. Constante et al. [99] argue that collaborating
with technology companies, universities, and specialized organizations can speed up the
digitization process, ensuring that best practices and solutions are adopted. Partnerships
also play a critical role in ensuring interoperability. Ports are not isolated islands. They
are part of a global transportation network. Cooperation between different ports and
transportation companies is key to ensuring that digital systems in different ports can
communicate effectively. Partnerships enable the development of common standards
and the creation of interconnected platforms that facilitate the exchange of information
and the flow of cargo [100]. The area of sustainability can also benefit from partnerships.
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Alamoush et al. [101] point out that partnerships with environmentally conscious compa-
nies and organizations can boost sustainability initiatives, making ports greener and more
in line with global carbon reduction targets.

In summary, the challenges found in this study confirm the impediments to digitaliza-
tion processes found by Brunila et al. [24], in which challenges related to the infrastructure,
operation, and regulation of ports are highlighted. The findings also confirm the vision of
Heikkilä et al. [28], in which cybersecurity is widely highlighted as a challenge that ports
will gradually face. The future evolution scenarios outlined by Heikkilä et al. [28] suggest
that partnerships will be key to the competitiveness of ports. In this sense, this study con-
firms this view by revealing that port digitalization initiatives consider the involvement of
multiple partners in digital innovation platforms to be fundamental to the implementation
of these initiatives. However, this study also reveals some innovative results that emerge
mainly from new customer needs. Indeed, the COVID-19 pandemic has changed behaviors
and the way customers interact with services. Digital interaction channels are becoming
increasingly important. Customers are looking for a complete, real-time view of all port
activities. Another factor identified is that digitalization has generated a large amount of
data, the potential of which has not yet been properly exploited. Digitalization channels
allow for the efficient collection, analysis, and application of this data to continuously
improve port operations. Also relevant is the emergence of the work–life balance issue,
which ports must address and promote physical and mental health, and personal growth
and development in their employees. It is in this direction that the initiative promoted
by the FPCL emerges, implementing a holistic approach to digitalization based on four
key areas: value creation, sustainability, digital transformation, and work–life balance. As
a result, the benefits of digitalization not only affect the organization but also involve its
employees, clients, and the community.

6. Conclusions

The digitalization of ports represents a significant transformation in the maritime
industry, offering numerous benefits, as recognized in the literature. Ports have been
looking at this process as a way of responding to the new challenges of increasing pro-
ductivity and efficiency, as revealed in RQ1. However, this process is not without its
challenges, which need to be carefully navigated for successful implementation. The main
challenges identified in RQ2 are related to the infrastructure in ports, the organization of
business processes, and the interconnection between different architectures, devices, and
legacy systems. Port-related regulations can also be extremely complex, involving multiple
government bodies, and local, national, and international laws. Regulation has also led
ports down a path of transition towards more sustainable port practices. Associated with
digitalization processes also come data security and privacy risks. As ports adopt new
technologies, such as autonomous vessels, IoT sensors, and blockchain for supply chain
management, they become more susceptible to cyber threats. Customer needs in ports
have also evolved considerably and are related to changes in global industries and the
expectations of stakeholders involved in maritime trade, as revealed in RQ3. Customers
are looking for new technological solutions to increase operational efficiency, automation,
transparency and visibility, flexibility and adaptability, and environmental sustainability.
The initiatives that the world’s ports have developed seek to respond to these challenges
by involving various players. Establishing partnerships is key to bringing technological
innovations to ports, improving automation, security, and data management. This can turn
them into more competitive and efficient ports.

This study offers both theoretical and practical contributions. In the theoretical dimen-
sion, this study uses the WPSP database to identify 7 dimensions and 32 sub-dimensions of
digital transition challenges in ports. The challenges identified include port infrastructure,
the interconnection and sharing of information between various technological solutions, the
organization of business processes, the monitoring of regulations from national and inter-
national perspectives, the security risks that emerge with the technological revolution, the
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evolution of the market with increasingly demanding customers in terms of increased visi-
bility and monitoring of the services offered by ports, and the establishment of partnerships
that can effectively contribute to the emergence of innovative technological solutions. In the
practical dimension, the results of this study are relevant for ports to adopt a holistic and
integrated approach to digitalization, which will allow them to improve the efficiency and
competitiveness of their operations. Emerging technologies, such as IoT and blockchain,
can contribute to monitoring cargo handling, cargo conditions, and equipment, as well
as helping to ensure the security and traceability of cargo transactions and simplifying
customs processes.

This study also has some limitations. First, the WPSP is a database that includes
digitization projects on a global scale, but the identification of projects is dependent on their
notification by operators. There may be initiatives of international relevance that have not
yet been reported. Furthermore, Africa and South America are poorly represented in the
WPSP. Another limitation of this database is the difficulty in identifying the implementation
status of each project. This information is not available, and it can only be obtained infor-
mally based on the description of each project. In this sense, and as future work, it would
be important to recognize how the challenges have been overcome by ports throughout
the digitization process. It would also be relevant to explore how knowledge about digital-
ization processes has contributed to the most recent initiatives being more successful. In
future work, we also recognize the importance of complementing the available information
with quantitative indicators that make it possible to measure and comparatively analyze
the success rate of digitalization processes. Finally, another suggestion for future work is to
explore how digitalization has contributed to increasing cooperation mechanisms between
ports. These cooperation mechanisms can take various forms, such as the establishment of
networks between regional and international ports to share information and best practices
and optimize transport logistics. It would also be relevant to explore how digitalization has
helped to standardize processes by adopting common standards and protocols to simplify
interaction between ports, customs authorities, and carriers.
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